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Application Systems in Business:
Risks, Controls, and the Auditor’s

Evolving Role

How Chartered Accountants can Navigate
Risks in New and Modified Transaction

Processing Systems

Digital transformation has redefined modern business,
with application systems such as ERP, CRM, RPA, and
Al platforms moving from support functions to the
backbone of operations, transactions, and reporting.
While these systems enhance efficiency and scalability,
they also introduce risks in cybersecurity, compliance,

financial reporting,

and

change management.

Chartered Accountants (CAs) play a critical role in addressing these risks by analysing

vulnerabilities, designing

robust controls, and validating their effectiveness.

Drawing on frameworks like I1A’'s GTAGs, COBIT, COSO ERM, and ICAl initiatives, this
article outlines practical methodologies and highlights emerging trends such as
continuous auditing, Al monitoring, and blockchain assurance, positioning CAs as
strategic advisors in technology-driven environments.

Introduction

Over the past decade, organizations
across the globe have accelerated their
adoption of technology-driven models.
Whether in manufacturing, financial
services, retail, healthcare, or logistics,
the reliance on application systems has
grown exponentially. What was once a
matter of operational convenience has
now become a business imperative.

Today, critical activities, ranging from
payroll processing and inventory
management to customer engagement
and financial reporting, are automated
through  integrated  application
systems. These platforms are not only
performing transaction processing
but also providing advanced decision
support through data analytics,
predictive modelling, and real-time
dashboards.

The COVID-19 pandemic further
catalyzed this transition. Remote
working, online transactions, and
digital collaboration tools became
essential, and organizations had to
adopt or upgrade application systems
quickly to ensure continuity. While
the benefits were clear, these rapid

implementations also  introduced
unanticipated risks.
For Chartered Accountants, this

represents both an opportunity and
a responsibility. As professionals
trusted with ensuring transparency,
compliance, and accountability, CAs
must not only understand financial
controls but also assess and assure
the underlying application systems.
The ICAIs Digital Accounting
and Assurance Board (DAAB) has
emphasized that technology-enabled
assurance is now central to the CA’s
role.

This article provides an in-depth
discussion on the risks, frameworks,
and controls associated with new and
modified application systems, with a
focus on practical approaches for CAs
and allied professionals.

The Rise of Application
Systems in Modern
Business

The shift from manual processes to
technology-enabled operations is not
new. However, the scale, complexity,
and pace of change in application

systems have reached unprecedented
levels.

1. Enterprise Integration through
ERP and CRM

Systems such as SAP, Oracle
NetSuite, and Salesforce unify
core functions such as finance,
procurement, HR, and customer
management  into  integrated
platforms. This reduces duplication,
accelerates decision-making, and
provides holistic visibility.

Example: A  manufacturing
enterprise integrates its supply
chain into its ERP, ensuring real-
time inventory updates. While
this reduces stock-outs, a minor
misconfiguration  could  halt
production across multiple plants.

2. Emergence of Robotic Process
Automation (RPA)

B Bots automate repetitive, rule-
based tasks such as invoice

matching  or  compliance
reporting.
® While efficient, improper

configuration can result in
large-scale processing errors. )
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3. Artificial Intelligence  and

Machine Learning

B Predictive analytics and anomaly
detection  applications  are
increasingly embedded in finance,
fraud detection, and forecasting,

® However, algorithms may
carry inherent bias or lack
transparency, posing audit
challenges.

. Cloud Computing and Software-

as-a-Service (SaaS)

. Mobile
Application

Cloud applications lower costs
and improve scalability.

Yet, they raise unique issues
around data security, vendor
dependency, and regulatory
compliance across jurisdictions.

Applications and
Programming

Interfaces (APIs) as Enablers of
Digital Transformation

How Data Exchange Works in API-
to-API Communication

API-to-API communication enables
automated, structured, and secure
data exchange between independent
applications. Systems authenticate using
tokens, API keys, or OAuth, exchange
data in formats like JSON or XML, and
may use middleware for compatibility.
While APIs improve efficiency, weak
authentication, undocumented
endpoints, or lack of monitoring pose
risks, making control evaluation critical
to maintain data confidentiality, integrity,
and availability.

6. Blockchain Applications

® Distributed ledgers are
transforming trade finance, supply
chain traceability, and audit trails.

® Adoption is promising but
immature, creating uncertainty
around controls and governance.

Case in Point

In the banking sector, transaction

Risks in New or Modified
Transaction Processing
Systems

The IIAs GTAG 3: Managing and
Auditing IT Vulnerabilities emphasizes
that changes in IT environments
invariably introduce vulnerabilities.
The following risk categories are
particularly relevant to application
systems:

Do . .
D%gltal_ . transfc_)rmatlon 18 processing applications handle millions . .
reimagining business models . . . 1. Operational Risks
3 ’ | of daily records. Any misconfiguration
processes,  an cu}sltome}: could lead to erroneous interest ® System downtime in critical
engagement through | calculations, impacting both financial industries ( tock exch
technology, ~ with  mobile industries (e.g,, stock exchanges,
o ; results and  customer trust. In hospitals) can cause financial
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ployees. gateway could disrupt thousands of
m APIs are secure channels | transactionspersecond, Cauﬁingnotonly B Data integrity errors during
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’ Operational Compliance s . .
APIs to fetch balances, process Risks and Regulatory and phishing are }ncreasmgly
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transactions, and  update
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k systems. - ’
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3. Compliance
Risks

® Global regulations (GDPR,
India’s Digital Personal Data
Protection Act) impose strict
data handling standards.

and Regulatory

® Automated systems must
ensure audit trails and evidence
for regulators.

® Jnability to  demonstrate
compliance can result in fines,

5. Change Management Risks

®  Frequent patches, upgrades, and
modifications introduce risks of
untested changes, disrupting
operations.

® Weak governance in change
management  may  allow
unauthorized = modifications,
creating fraud potential.

Risk Analysis Frameworks

penalties, and
harm.

®  Automated
revenue

® Errors

journal
recognition,
reconciliations carry risks if
logic is not properly validated.

can bypass
review, affecting quarterly and

reputational

4. Financial Reporting Risks

annual financial statements.

entries,
and

manual

CAs and
structured

guidance:

internal auditors
anchor their risk assessments in
methodologies.
following frameworks provide robust

for Professionals

must

The

1. IIA GTAG Series

® GTAG 1: Information
Technology Controls -
foundation for assessing general
and application controls.

m GTAG 3:
RISK IN NEW OR MODIFIED Managing and
TRANSACTION PROCESSING SYSTEMS  Auditing IT
Vulnerabilities
- specific to
Operational Risks Compliance and p -
o . application
*  System downtime in Regulatory Risks
critical industries (e.g. * Global regulations changes and new
stock. exchanges, (GOPR, Indias Digital systems.
hospitals) Personal Data " GT
¢ Data integrity errors Protection Act) GTAG 11:
i g o * Automated systems D evelop ing the
upgrades must ensure audit trails IT Audit Plan
* Inadequate . * Inability to demonstrate - integr ating
documentations of compliance X X
processes P IT risks into
enterprise-wide
assurance.
2. COBIT
——>( RISKS )<—
(Control
Objectives for
Financial Reporting Information
Cybersecurity Risks .
Yy . ky . Risks and Related
* Ext tt: .
> ema arac S *  Automated journal Technologies)
ransomware, denial- )
of-service, and phishing entrles{tljevenued Framework
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abuse S governance and
management
Change Management objectives,
N Risks er?suring
¢ Frequent patches, ahgnment between
upgrades, and modifications IT processes and
business goals.
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B Helps auditors assess maturity
of IT processes.

3. COSO ERM (Enterprise Risk
Management)

®  Encourages risk-based thinking
and integration of IT risks
into enterprise-level decision
making.

®  Alignsrisk appetite and business
objectives.

4. NIST Cybersecurity Framework

= Useful for addressing
cybersecurity dimensions of
application  risks  (Identify,
Protect, Detect, Respond,
Recover).

B Particularly useful for
assessing cybersecurity risks in

application systems.

Practical Methodology for CAs

1. Risk Identification: Gather inputs
from IT teams, process owners, and
regulatory requirements.

2. Risk  Assessment:  Evaluate
likelihood and impact (financial,
reputational, operational).

3. Risk Prioritization: Focus on
high-risk areas such as transaction
accuracy, system security, and data

confidentiality.

4. Control Mapping: Link each risk
to existing or proposed controls.

S. Ongoing Monitoring: Establish
continuous feedback loops.

Practical Application for CAs
1. Conduct structured risk workshops
with IT and business teams.

2. Document risks and map to
organizational objectives.

3. Use scoring matrices to prioritize
based on impact and likelihood.

4. Recommend and monitor

mitigating controls.

Designing and
Implementing Application
Controls

Effective risk  management in
today’s technology-driven businessj
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environment hinges on designing
controls that are not only theoretically
sound but also embedded seamlessly
into day-to-day operations. Application
controls act as the first line of defense
against data inaccuracies, fraud, and
operational  inefficiencies. = When
properly implemented, they create
confidence in the reliability of financial
and operational reporting, while
supporting compliance with statutory
and regulatory requirements.

Broadly, application controls can be
classified into five key categories:
1. Preventive Controls
Preventive controls are proactive
measures designed to stop errors

or irregularities before they occur.
Their goal is to ensure that only

valid, authorized, and accurate

transactions enter the system.

® Input Validation: By
restricting  date  formats,
numerical ranges, or
mandatory  fields, systems
ensure  completeness  and

accuracy. For example, in a
payroll module, the system can
restrict the entry of negative
salary amounts or duplicate
employee IDs.

® Role-Based Access Controls
(RBAC): These ensure that
responsibilities are segregated
to prevent conflicts of interest.
For example, the same user
should not be allowed to both
create and authorize vendor
payments. RBAC is critical in
reducing the risk of fraud.

® Encryption and Password
Policies: Encryption
secures sensitive data, while
password policies (complexity,
periodic change, multi-factor
authentication) protect against
unauthorized access.

Illustrative Example: In a banking
application, input validation prevents
account opening forms from being
submitted without mandatory KYC
details, while RBAC ensures that
account creation and loan approvals
\ are handled by separate personnel.

2. Detective Controls

Detective controls operate
after the transaction has been
processed, aiming to identify
anomalies, errors, or unauthorized
activities.

= Exception Reports:
Automated reports flagging
unusual or high-risk

transactions, such as payments
exceeding authorization limits.

® Audit Trails and Log
Monitoring: A secure, tamper-
proof record of all user actions
(logins, changes, approvals)
that auditors can review.

® Reconciliation Reports:
These highlight mismatches
between system balances and
source documents, such as
comparing bank statements
with ledger balances.

Illustrative =~ Example: In an
e-commerce  platform, exception
reports can highlight orders shipped
without payment confirmation. Audit
logs provide investigators with a clear
trace of who overrode the control and
when.

3. Corrective Controls

Corrective controls are mechanisms
that restore systems to a stable
state after an error or incident has
occurred.

= Backup and Disaster
Recovery Plans: Regular data
backups and recovery protocols
minimize ~ downtime  after
system failures or cyberattacks.

® Incident Response
Procedures: Clearly defined
playbooks to detect, contain,
and remediate breaches.

= Rollback Mechanisms: System
features  allowing  reversal
of failed data migrations or
erroneous entries.

Illustrative Example: During an
ERP migration, rollback mechanisms
allowed a manufacturing company to
revert to the old database when errors
were discovered in batch inventory

uploads,

disruption.

preventing  operational

4. IT General Controls (ITGCs)

ITGCs are the foundational layer
that supports the reliability of
all application controls. Without
effective ITGCs, even strong
application-specific controls may
be compromised.

® Change Management:
Ensuring that updates to
applications (patches,
upgrades) are tested
and authorized  before
deployment.

® Logical Access Controls:

Restricting user access based on
least-privilege principles, with
periodic reviews to identify
dormant or  unauthorized
accounts.

® System Development Life
Cycle (SDLC): Embedding
security and control
considerations during system
design, coding, testing, and
deployment.

Ilustrative Example: Inadequate
change management once caused an
Indian FMCG company’s ERP system
to miscalculate inventory valuation
after an update. Post-incident, stricter
ITGCs were implemented, requiring
multi-stage approvals before changes
went live.

S. Application-Specific Controls

® Input controls (accuracy and
completeness of data entry).

B Processing controls (system
calculations, batch totals).

= Qutput controls (distribution
of reports to authorized users
only).

Collaboration between CAs
and IT Teams

Designing and implementing controls
is not solely a technology exercise.
It requires collaboration between
Chartered Accountants and IT
professionals:
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B CAs bring knowledge of business
risks, statutory compliance, and
financial integrity.

B IT teams provide expertise in
system logic, architecture, and
technical feasibility.

To be effective, controls must be:

1. Documented in process maps and
control matrices.

2. Implemented  through  ERP
configuration, scripts, or workflow
rules.

3. Tested periodically for operating
effectiveness.

4. Monitored continuously with
exception alerts and management

dashboards.

Testing and Validating
Controls

Designing controls is only the first step
in ensuring governance over application
systems. For CAs and auditors, the
true measure of reliability lies in
testing whether these controls are not
only implemented but also operating
effectively over time. Validation
gives management and stakeholders
confidence  that financial data,
business processes, and compliance
requirements are safeguarded.

Why Testing Matters

B Even the most well-designed
controls may fail in execution if not
tested regularly.

®  Business conditions, system
upgrades, or changes in user roles can
render existing controls ineffective.

B Regulators and audit standards
(e.g, ISA 315, ICAI's Standards
on Auditing) require auditors to
evaluate design and test operational
effectiveness before relying on
controls.

Testing can be performed through
multiple approaches, depending on
risk severity, system complexity, and
audit objectives:

1. Walkthroughs and Observation

A walkthrough involves tracing
a transaction from initiation to

completion to confirm that controls
exist and function as intended.

How it works: Auditors select a
sample transaction, follow its journey
through the system, and observe how
inputs, authorizations, processing, and
outputs are managed.

Benefits: Provides contextual
understanding of process design,
identifies control gaps early, and
validates alignment between
documented processes and actual
practice.

Practical Example: In an ERP
environment, auditors may pick a
purchase order and track it from
creation through vendor approval,
goods  receipt, and  payment
disbursement, ensuring that
segregation of duties is maintained.

2. Re-performance

Re-performance is the independent
execution of control procedures by the
auditor to verify whether the control is
operating effectively.

How it works: Auditors recalculate or
reproduce a control’s output using the
same data set to check for consistency.

Benefits: Provides strong assurance
because it tests actual control
performance rather than relying solely
on management representations.

Practical Example: An auditor
recalculates system-generated
depreciation for a class of assets to
validate that the ERP’s logic matches
accounting policy and statutory
requirements.

3. Data Analytics

With the growing volume of digital
transactions, traditional sampling is no
longer sufficient. Data analytics tools
such as IDEA, ACL, Power BI, and
Python scripts are now widely used for
control testing.

How it works: Entire populations
of transactions are analyzed using
queries, algorithms, and visualization

dashboards.

1269

THE CHARTERED ACCOUNTANT @ THEMEI

Benefits: Increases coverage,
improves anomaly detection, and
reduces the risk of undetected errors

or fraud.

Practical Example: In payroll
audits, data analytics can quickly flag
duplicate bank account numbers, ghost
employees, or abnormal overtime
payments. This level of assurance
cannot be achieved through small

sample checks.

4. Continuous Auditing

Continuous auditing represents the
future of control validation. Instead
of testing periodically, automated
scripts monitor transactions in near
real-time.

How it works: Embedded tools
within ERP or external monitoring
systems run predefined rules and
alert auditors or management when
exceptions occur.

Benefits: Provides ongoing assurance,
reduces the time lag between risk

occurrence and  detection, and
supports proactive intervention.
Practical Example: A retail

organization implemented scripts that
scanned supplier master data daily. The
system flagged duplicate bank accounts
linked to multiple vendors, uncovering
potential fraud before payments were
made. Such insights would likely
remain  hidden under traditional
periodic audit cycles.

S. Control Effectiveness Reviews

Beyond testing individual controls,
auditors assess  the
overall effectiveness of the control

increasingly

environment.

Approach: Evaluate whether controls
address key risks holistically, whether
redundancies exist, and whether
management actively monitors
remediation of exceptions.

Example: An IT general controls
(ITGC) review might assess whether
user access reviews are consistently
performed across all critical applications,
not just sampled for one module. J
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6. Integration of Manual and

Automated Testing

In many systems, both manual and
automated controls coexist. Auditors
must assess the interaction between
the two:

B Automated controls are tested for
system configuration and logic
accuracy.

®  Manual oversight is tested to ensure
users review exception reports and
take corrective action.

® Example: In a treasury system,
automated limits may prevent
over-exposure in foreign exchange
contracts, but management review
of exception reports ensures
breaches are properly investigated.

Best Practices for

Professionals

1. Risk-Based Approach: Prioritize
testing of controls that mitigate
high-impact risks.

2. Use of CAATs (Computer-
Assisted Audit Techniques):
Leverage scripts, queries, and

software to test at scale.

3. Documentation: Maintain clear
working papers of procedures
performed, exceptions noted, and
evidence collected.

4. Follow-Up:  Testing  should
be complemented with
recommendations and validation of
corrective actions.

S. Integration with Internal Audit:
Coordinate with internal auditors
to avoid duplication and improve
coverage.

In summary, testing and validating
controls is not a one-time activity but
a continuous cycle of assurance. From
walkthroughs and re-performance to
advanced analytics and continuous
monitoring, Chartered Accountants
must employ a mix of traditional and
modern approaches. By doing so,
they can provide stronger assurance
to management, regulators, and
stakeholders while adapting to the fast-
Kevolving digital risk landscape.

Emerging Trends & Future
Directions

The audit and assurance profession is
not static. Several trends are reshaping
the control environment:

1. AI and Machine Learning in
Auditing
®  Automated anomaly detection
reduces manual sampling.
® Predictive analytics highlight
emerging risks before they
materialize.

2. Blockchain for Transparency

® Immutable ledgers reduce
reconciliation needs.
B Smart contracts enforce

controls automatically.

3. Continuous Monitoring as a Norm

®  Moving from periodic testing to
real-time dashboards.

® Integration with enterprise risk
management systems.

4, Skill Transformation for CAs

® Proficiency in IT  risk
management, cybersecurity,
and data analytics is no longer
optional.

® JCATIs Digital Accounting and
Assurance Board (DAAB)
initiatives provide structured
pathways for capability building.
Conclusion

The increased involvement of application
systems in business is not merely a
technological shift but a transformation
in how organizations operate, compete,
and manage risks. While these systems
promise efficiency, accuracy, and
scalability, they simultaneously magnify

the consequences of failure.

For Chartered Accountants, this
represents both a challenge and an
opportunity. By adopting frameworks
from ITA, ISACA, NIST, and ICAI, CAs
can step beyond compliance to become
strategic partners in ensuring resilient,
risk-aware businesses. Designing and
testing controls in evolving application
landscapes is no longer a specialized
IT function, it is a core assurance

responsibility.

Inessence, the professionmustembrace
a dual role: enabling innovation while
safeguarding integrity. As custodians
of trust in financial and business
systems, Chartered Accountants stand
at the intersection of technology and
assurance, shaping the future of reliable
business in the digital age.

References

B The Institute of Internal Auditors (IIA).
GTAG 1: Information Technology
Controls.

B The Institute of Internal Auditors (IIA).
GTAG 3: Managing and Auditing IT
Vulnerabilities.

B The Institute of Internal Auditors (IIA).
GTAG 11: Developing the IT Audit Plan.

B JSACA. COBIT Framework  for
Governance  and ~ Management  of
Enterprise IT.

B Committee of Sponsoring Organizations
of the Treadway Commission (COSO).
Enterprise Risk Management—
Integratingwith Strategy and Performance.

B National Institute of Standards and
Technology ~ (NIST).  Cybersecurity
Framework.

W JCAI Digital Accounting and Assurance
Board (DAAB). Publications and
Guidance Notes.

B Industry Whitepapers on ERP, RPA,
and Al Applications (Deloitte, PwC, EY,
KPMG).

00

Author may be reached at

richathapal8@gmail.com and
eboard@icai.in

18 | www.icai.org | April 2026



